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Abstract

This paper proposes a new GNSS user level integrity monitoring scheme for the detection and
exclusion of simultaneous multiple failures. It addresses the weakness of the current methods
that assume a single failure a time. The new approach, referred to as the “group separation
method”, can be used either in the receiver autonomous integrity monitoring (RAIM) mode or
its extension the user autonomous integrity monitoring (UAIM) when other sensors are used
together with GNSS. The group separation method is based on multiple-effect analysis and
identification of a common faillure mode using prior-knowledge of GNSS and the user
receiver measurements. The measurements are then grouped by potential common failure
mode. The group most likely to fail has the highest priority for separation (exclusion).
Simulation results using pseudorange measurements show that the group separation method is
accurate and highly efficient.

1 Background

SPACE (Seamless Positioning in All Conditions and Environments) is an EPSRC-funded
collaborative research project. It began life as a Pinpoint Faraday flagship project but,
following the evolution of Pinpoint into a Knowledge Transfer Network (KTN), now operates
within the Location and Timing KTN (http://www.locationktn.com). It is being undertaken
by a consortium of eleven UK university and industrial groups. The university groups are the
CAA Institute of Satellite Navigation at the University of Leeds, the Department of Civil and
Environmental Engineering at Imperial College London, the Department of Geomatic
Engineering at University College London (UCL), and the Institute of Engineering Surveying
and Space Geodesy at University of Nottingham. The industrial partners are The Civil
Aviation Authority, EADS Astrium, Leica Geosystems, Nottingham Scientific Ltd, Ordnance
Survey, QinetiQ and Thales Research and Technology.

The primary aim of SPACE is to undertake the basic research needed to build a prototype
GNSS-based positioning system that can deliver cm-level accuracy positioning everywhere
and at al times. The main component research thrusts are multipath modelling and mitigation,
quality control and assessment, measurement modelling and integration, and GNSS sensor
design. The key output from SPACE will be a fully tested design of a prototype plug and
play integrated positioning system that can be used as a test bed for current and future
positioning components and algorithms.
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This paper reports on the research on quality control and assessment (integrity monitoring) at
the user level within the SPACE project. The objective of the User level Autonomous
Integrity Monitoring (UAIM) is to support the SPACE accuracy requirement with the
required level of integrity, continuity and availability for various applications such as multi-
modal transport.

The current stage of the research on quality control and assessment is focused on failure
detection and exclusion (FDE) using GNSS pseudoranges. The current methods for GNSS
FDE are mainly based on statistical measurement consistency checks as employed in RAIM
and its variations such as UAIM. These methods assume asingle failure at a time. However,
this assumption does not reflect the fact that ssmultaneous multiple failures could be highly
probable especially when operational environment induced failures (errors) such as multipath
in built-up areas, are taken into account. Simultaneous multiple failures present particular
problems for detection and exclusion. This paper discusses the detection and exclusion of
such failures in detail.

The quality control and assessment philosophy within the SPACE project is described in
section 2 followed by the assessment of the performance of existing integrity monitoring
algorithms in section 3. The Failure Mode and Effect Analysis (FMEA) of potential
simultaneous multiple failures is addressed in section 4. Section 5 describes the Group
Separation method for multiple failure detection and exclusion. Simulation results to
demonstrate the capability of the new method are given in section 6. Section 7 discusses the
results and concludes the paper.

2 Quality control and assessment within SPACE

The user requirements for seamless positioning can be trandated into a number of operational
scenarios such as outdoors and indoors, and the transition between them. For each scenario, a
system architecture (functional and physical) can be specified including the selection of
appropriate sensors. Such sensors include the GNSS receiver, Inertiad Measurement Unit
(IMU)/Inertial Navigation System (INS), Ultra Wide Band (UWB) positioning system,
pseudolites, and wireless local area network positioning system.

The user requirements can be broken down further into a number of deliverable performance
parameters such as accuracy and integrity. System integrity can be assured at system level
(e.g. Gdileo), by an independent monitoring network (e.g. EGNOS) or at the user level
through RAIM or UAIM. As seamless positioning requires the combined use of a number of
sensors, UAIM is a critical part of the quality control and assessment process as it accounts
for local failure modes neither monitored at system level nor by an independent network.

The purpose of quality control and assessment within SPACE is to ensure that the positioning
solution satisfies the required level of performance usually expressed in terms of the four
required navigation performance (RNP) parameters of accuracy, integrity, continuity and
availability. This requires that the whole processing chain is covered and that algorithms and
data used at various stages are properly validated and qualified, and potential failures detected
and excluded so that any failure or error will not degrade the positioning solution. In case that
the positioning error is too large (i.e. exceeds the alert limit), a valid warning must be sent to
the user within the time-to-alert (TTA). Therefore, the overriding philosophy for quality
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control and assessment should be to detect and exclude failures early in the processing chain
to maximise the benefit with respect to the time-to-alert budget and to minimise the
degradation of positioning caused by a potential failure.

The quality monitoring and assessment is divided into a number of distinct phases throughout
the data processing chain: the development of RNP including the drivers; derivation of the
integrity monitoring input quantities from the RNP parameters; data pre-processing including
preliminary outlier screening, error characterisation (including failure identification and
modelling), pseudorange based failure detection and exclusion (FDE), carrier phase based
FDE, and the development of quality indicators for Position, Velocity, Time and Attitude
(PVTA). Quality control is not an isolated scheme in the SPACE project. It has interfaces
with other algorithms i.e. multipath mitigation, signal tracking, and the plug and play filter.
Figure 1 shows the schematic of the quality monitoring and assessment process.
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Figure 1 Schematic of the quality control and assessment process

3 Existing algorithms and performances

A fault is defined as an event which causes an unusualy large ranging error that could
potentially cause hazardously misleading information (HMI). At least four range
measurements are required to compute the 3-D coordinates of an antenna. When just one
measurement is outside its normal specification, thisisreferred to as a‘single failure’; On the
other hand, if multiple measurements are affected then they are referred to as ‘multiple
failures’ in this paper.

The FDE consists of two distinct parts: failure detection and failure exclusion. The failure
detection part detects the presence of an unacceptably large position error (estimate). Upon
the detection, fault exclusion follows and excludes the source of the unacceptably large
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position error, thereby allowing navigation to return to a normal level of performance without
interruption of service.

The conventional RAIM concept is based on statistical consistency checks using redundant
measurements, to detect the presence of afailure. If afailure is detected, adecision is taken
whether to switch to another system or to initiate an exclusion process with the aim of
continuing with the current system. A basic approach to the latter is to compare a full set
solution (i.e. involving al the measurements) to the subset solutions (conventionally one
measurement less than afull set). In this case one measurement is removed from the full set in
turn to compute position solutions to be compared with the solution from the full set in order
to identify the faulty measurement. An extension of conventional RAIM which uses this
approach, referred to as the solution separation method, was proposed by Lee (1999). The
method performs failure detection and failure exclusion together.

In all the existing RAIM designs, it is assumed that only one satellite can have a significant
error at a time. This assumption is plausible for the existing applications (i.e.,, en route,
terminal, and NPA phases of flight) because the probability of a fault causing a ranging error
large enough to cause the position error to exceed the aert limit of 556m for NPA (or even
larger for en route and termina navigation) is already quite small (Lee, 2004). Multiple
failures are neglected for modes which are less likely than a certain threshold (Ene, 2006).
The reason why certain improbable failure modes need to be neglected is that the entire threat
space is extremely large and impractical to compute. Therefore, it is imperative to limit the
computation of the position error only to the most dangerous events from an integrity point-
of-view. At the same time, one can afford to conservatively assume the worst case scenario
(i.e. a failure generating HMI) for the remaining threats, as they have a small enough
probabilistic impact on the total error or the total integrity.

However, at the user level the satellite navigation system is not the only potential source of
faillure. Failures induced by the operational environment which have the potential to affect
several measurements simultaneously have a higher probability of occurrence than satellite
(system) related failures. In any case, the one failure assumption of current algorithms does
not hold for applications with very stringent requirements such as aircraft landing. For such
applications, it is crucial that simultaneous multiple failures are taken into account. Current
methods that extend single failure detection and exclusion to cope with the multiple failures
still rely on the assumption of one failure at atime even for a subset. The failure identification
scheme removes one satellite each time from the full set (all n measurements are used) and
forms n first level subsets each consisting of (n-1) measurements. If the failure has not been
identified from the first level subset, one satellite will be removed from each first level subset
each time to form a bank of second level subsets. Each second level subset consists of (n-2)
measurements. This process continues until multiple failures are detected and excluded or
faills due to either a violation of the minimum required number of measurements weak
geometry or both.

The number of subsets can be calculated by

_en §_ang_ n!
N "gn- Ky gkg‘ kI(n- K)! ()

where the k is subset level.
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The total number of sets (including the full set) is referred to in this paper as the separation
gpace. Hence, the separation space contains the number all the possible cases a failure
identification scheme may experience. Suppose that there are 10 measurements from satellites
of GPS and Galileo each. To perform a failure detection and exclusion to the third level, the
separation space is 1351 (1+20+190+1140). Obviously, the processing time increases rapidly
with the levels of subset. The increase in processing load has the potential to negatively
impact both the concept of early detection and exclusion, and the time-to-alert requirements.
Clearly thisimpact will depend on developments in computer processing technology.

In summary, current methods based on the single failure assumption are not able to cope with
simultaneous multiple failures. To do this the separation search space needs to be of the size
that is not computationally intensive, while enabling the FDE agorithm to be robust and
accurate.

4 FMEA of simultaneous multiple failures

An individual fault may cause multiple failures if the fault affects more than one ranging
measurement. Such a fault is referred to as a common mode failure. Thus, multiple failures
can be classified into two types. In the first type, independent failures occur at the same time,
each causing its corresponding ranging error to become unusually large. In the second type,
multiple failures are affected by a common fault (correlated failures) that results in their
respective ranging errors to become unusually large.

A GNSS consists of the control, space, and user segments. Faults can emanate from any of the
segments or their respective interfaces. In addition, the operational environment can also
induce failures such as unmodelled signal propagation error, intentional or unintentional
interference etc. The control segment consists of a system of tracking stations distributed
around the world. A GNSS control segment fault is likely to cause correlated multiple failures.
An example of afault here could be that the ground stations fail to monitor the space vehicles
adequately or receive wrong data due to a hardware fault, software fault or human factors,
resulting in the formulation of incorrect navigation message. A fault at the master control
station may affect all satellites, while in the case of the tracking network only a group of
satellites may be affected. When a combination of two GNSS systems is used any
inconsistency in the system parameters (e.g. GPS system time and Galileo system time) may
result in multiple failures if not accounted for either at the system or user level.

The space segment consists of the satellites. A fault occurring at a satellite is likely to be
independent. According to DoD (2001), the actual unscheduled satellite downing events
between January 1994 and July 2000 is 0.9 per satellite per year. This is equivaent to a
probability of 1.0274" 10 per hour. Therefore, the probability of independent simultaneous
failure of two satellites is 1.0556° 10® per hour. The probability of independent simultaneous
failure of three satellites is 1.0845" 10 per hour. Thus, independent simultaneous multiple
satellite failure is avery rare event.

The user segment consists of the GNSS receivers and the user community. A receiver fault is
likely to cause correlated multiple failures.

The operational environment refers to the in orbit satellite environment, the signa
propagation environment and user environment. Satellites are designed, manufactured and
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tested on the ground. During this process, the relevant space environment is simulated on the
ground to ensure, for example, that the clocks work well in space. Even if protection measures
are taken and extensive simulation tests run, the launch process and space environments are
too complicated to model accurately. In addition, the interactions of the various factors
involved are difficult to model. The maor differences of concern between the ground and
Space environments are gravity, pressure, thermal effects, radiation and relativistic effects.
The environmental factors that affect the performance of satellite clocks include magnetic
field, pressure, temperature, shock, acceleration, vibration, radiation, electromagnetic
interface, humidity, supply voltage, storage, retrace, and relativity (Riley,1992). In general,
the space environments are similar for al satellites in the constellation. Hence, space
environment induced multiple failures are correlated failures. However, GNSS satellites are
not the products of mass production. Each satellite has its own individual character as a result
of different design, manufacturing process, the impact of suffering shock, acceleration and
vibration during the launch process (Riley,1992), the sequela caused by the material fatigue
and the mode of operation (e.g. the usage of Cesium or Rubidium clock). According to the
characteristics of each satellite, we may be able to define a number of groups according to the
type of common mode failure, if we have the knowledge of each satellite in terms of design,
core components, operational status and history, and the age of the satellite (or key
components). One example is to group the satellites by the type of atomic clock in use. In this
case, we may have a cesium group and a rubidium group since the failure mechanism may be
different for the two types of clock.

The signal propagation environment is along the signal path between the satellite transmitter
and antenna of the receiver. The main sources of signal propagation environment induced
failures are multipath at the transmitter antenna, ionosphere (e.g. scintillation during periods
of high solar activity), the troposphere, multipath due to the reflection around the receiver and
interference. The failure induced may occur on a number of measurements. In this case, such
measurements can be grouped by the common factors in terms of frequency, elevation angle,
measurement type etc.

5 Group Separation

The solution separation method proposed by Lee (1999) is applicable based on the
assumption that failures are independent. However, as discussed above most of the multiple
failures are caused by a common fault that affects a group of satellites. The use of
measurement characteristics to identify common failure modes enables the categorizing of
measurements into groups. Each group is sensitive to atype of failure mode or common error
source. In this paper, failure detection and exclusion is carried out by adapting the solution
separation in which a group of measurements (rather than a single one) is excluded in turn.
Thisisreferred to in this paper as the group separation method.

M easurements can be grouped according to the following:
1) Navigation system
Measurements grouped by the navigation system such as GPS or Galileo accounts for
architectural faults such as those emanating from the control segment. The grouping
also accounts for potential problems due to interoperability.

2) Satellites tracked by the same monitoring station
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If one monitoring station fails, al the measurements from the satellites tracked by this
station have a common failure mode. This type of grouping separates multiple failures
due to the fault of one station.

3) The age of satellite
According to the theory of reliability, new satellites and those approaching the end of
their life are more likely to fail. The satellites are therefore, grouped into reliability
categories.

4) Satellite clock type
Different satellite atomic clocks in use have different failure characteristics. Grouping
the measurements by the clock type accounts for potential faults due to differences in
clock-type characteristics.

5) The age of satellite clock
Thisis based on asimilar idea to grouping measurements by age of satellite. However,
there are several atomic clocks on each satellite since the lifespan of an atomic clock is
much shorter than the lifespan of a satellite.

6) Satellite fault/event history
A satellite fault may expose causes such as design flaws, damage during launch etc. A
satellite with history of failure is likely to have a problem again if it is due to the
reasons above. Therefore, a high priority for separation is given to those satellites with
a history of failure. The history of special events that may have the potential to
damage satellites can also be used to group measurements.

7) Elevation angle
Measurements at low elevation angles travel longer distances than those at higher
elevations. Such measurements have a higher level of propagation errors. In addition,
the signal is weak when it reaches the user. Grouping of measurements according to
elevation angle enable the separation of measurements with poor signal quality. Vital
information such as user platform dynamics must be taken into account in the

grouping.

8) Azimuth angle

If auser isin an urban or mountainous area (region), multipath becomes one of the
main error sources. The signals from a number of satellites in some directions may be
reflected or refracted by the same object (e.g. building). However, some signals from
other directions may be able to reach the user by a direct path. Grouping
measurements by azimuth angle is an efficient way to cope with the multipath induced
multiple failures. Vital information such as user platform dynamics must be taken into
account in the determination of the azimuth range for grouping.

9) Signal frequency
In terms of signal frequency, all error sources can be divided into two types: frequency
independent errors such as tropospheric delay and frequency dependent errors (such as
ionoshperical delay and multipath). Satellite signals are susceptible to intended or
unintended interference. Wide band interference affects many frequency bands while
narrow band interference affects a particular frequency range (band). Grouping by
signal frequency separates failures that affect one frequency.
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10) Signal to noiseratio
Signal to noise ratio is one of the quality indicators of satellite measurements. Poor
quality measurements are more likely to contain the effects of failures. Grouping
measurements by signal to noise ratio separates measurements with poor signal quality.

According to the criteria above, the measurements are divided into various groups. Each
group is a set which can be expressed as:

c={c' &l} )
where G isthefull set of measurements, G| denotesthe " group of the i" grouping criteria

Each group consists of measurements from a number of satellites, which can be expressed as
G ={PRN, PRV} ©)

Where k(j) isthe total number of satellitesin j" group, PRN);, denotes the PRN number of
the k(j)"satellite of j™ group of the i™" grouping criteria.

The multiple failures (faulty measurements) can form a set which can be expressed as:

G ={PRNF  PRNF} (4)

where G" denotes the set of multiple failure measurements, PRN,” denotes the satellite PRN
number from which the n™ faulty measurement comes.

For any (i, j) the separation of G| excludes the multiple failures if the following condition
holds:

GTi G (5)

Expression (5) is equivalent toGF ¢ Gj =G". Incaseof GF ¢ G| f, wheref is an empty
set, the separation of G} means that no failure is excluded. In case of GF ¢ G| GF and
G" ¢ G|, theseparation of G} meansthat part of the failures are excluded and (&)failure(s)
still remain(s) in the measurements used for positioning solution.

6 Results

Simulations were carried out to demonstrate the method based on the assumption of a GPS
satellite clock error modeling fault at the master control station which results in all satellites
with a cesium clock having a ramp error of 0.05m/s. It should be noted that this example is
used for illustration only. Future research will explore more realistic scenarios. The optimised
constellation of 24 Global Positioning System (GPS) satellites (RTCA/Do-229C, 2001) and
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the 27+3 Gdlileo satellites constellation were used to determine the coordinates of the
satellites.

The ramp error was introduced to Cesium clocks starting at 3000 seconds of the week and
ending at 6000 seconds of the week. There were three satellites with this type of failure in
view above amask angle of 5 degrees. The snapshot positioning algorithm was used ((Brown,
1996). Both the navigation system grouping and clock type grouping are used in the
demonstration. The preliminary results using only pseudorange measurements are shown in
figures 2-6.

The test statistic versus threshold of the combined GPS and Galileo positioning is shown in
figure 2. The failure is detected at around 4300 seconds where the test statistic is larger than
the threshold. Figures 3a and 3b show the test statistic versus threshold of the positioning
results using the Galileo and GPS group separations respectively. Inthe GPS solution (Figure
3a, where al Galileo measurements were excluded), the failure was detected amost at the
same time (around 4300 second) as in the combined solution. While in the Galileo solution
(Figure 3b), there was no failure detected. Combining the results shown in figure 2 and 3, the
conclusion reached is that there is at least one failure in the GPS measurements. Hence, the
Galileo measurements can be trusted for positioning.

|
U””“ Hw‘ /W’V“\n‘vt"p““'m‘ M W

0 1000 2000 3000 4000 5000 6000 7000 8000
— Test Statistic (GPS+Galileo) = Threshold (GPS+Galileo)

Figure 2 Test statistic versus threshold for GPS+Galileo with 3 failures
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Figure 3a Test statistic versus threshold for Figure 3b Test dtatistic versus threshold for
Galileo group separation (i.e. GPS only) GPS group separation (i.e. Galileo only)

Figure 4a shows the test statistic versus threshold for the positioning results using the
combined GPS and Galileo measurements excluding the measurements from the GPS cesium
clock group. The test statistics are aways less than the thresholds. This means the exclusion
of GPS Cesium clock group separates the failures from the useful measurements. While in
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